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o L R b N T ST-06-0018
—(ESHSUALL
Contrel Tevms of the Order Respensible Control Procedures
Area Entity -
Processing | Although data collected tmder this order will be 0GC OGC shall revisw and approve proposed queries of archived
broad, the use of that information for analysis metadata based on seed account numbers reasonably believed to
(Search. & shall be strotly tailored to identifying terrorist be used by U.S. persons(pg-. 6, para (HC).
Aualyj;f; g;_ :GUEI;} chgons acjllds s]%%li&)t-:cu[i:c;lel{s::igrdmg PM, Chiefor | Queries of archived data must be approved by one of seven
Qu! eryl 'v: 4 (og 6Prara (Z}rgs) escribed m pphication D/Chief of persons: SID PM for CT Special Projscts, the Chief or Deputy
Metadata) = 0. P - AAD, Shift Chief, Counterterrorism Advanced Analysis Division, or one of
Any search or analysis of the data archive shall Coordinators | the four specially authorized CT Advanced Analysis Shift :
acour only after a particular known telephione ‘ Coordinators in the Analysis and Production Directorate of SID
ﬁber has been associated mthi g. 7, para (4)D).
g 5, para (HA). PM; Chief & | SID PM for CT Sperial Projects; Clhief and Deputy Chief, CT
» Based on the factual and practical D/Chiefof | Advanced Analysis Division, and CT Advanced Analysis Shift
- considerations of everyday life on which AAD, & Shift | Coordinators shall esiablish appropriate management controls
| reasonable and prudent persons act, there Coordinators | {e.g., records of all tasking decisions, andit and review
! are facts giving rise to a réasonable, ) procedures) for access to the archived data (pg. 8, para (4)G).
AAD Analysts | Maintain a record of justifications because at least every ninety

articulable suspicion that the telephane
number is associated with

(pg- 5,
para (4)A);
e A telephone mumber believed to be used

by a U.S. person shall not be regarded as
associated with

t are protected by the First
Amendment to the Constitution (pg. 5,
para (4)4).

DIRNSA shall establish mandatory procedures
strictly to control access to and use of the archived
data collected pursuant to this Order (pg. 5, para -

(D)A).

and Techmcal
Support

0GC

0GC

days, the Department of Justice shall review a sample of NSA’s
justifications for querying the archived data (pg. 8, para (4JE).

When the metadata archive is accessed, the user’s login, IP
address, date and time, and retrieval request shall be
automatically logged for auditing capability (pg. 6, para (4)C).

OGC will monitar the funetioning of this automatic logging
capability (pg- 6, para (4)C).

Analysts shall be briefed by OGC conceming the authorization
granted by this Order and the limiled circumstances in which
queries to the archive are permitted, as well ag other procedures
and restrictions regarding the refrieval, storage, and
dissemination of the archived data (pg. 6, para (4)G).
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Lge My 3 AR 5T-06-0018
Control Terms of the Order Responsible Countrel Procednyres
Area Entity )
Dissemination | Dissemination of U.S. person information shall Chief of Prior to the dissemination of any U.S. person identifying
of U.S. Person | follow the standard NSA minimization procedures Information information, the Chief of Information Sharing Services in SID
Information | found in the Attorney General-approved Sharing must determine that the information identifying the U.S, person
guidelines (USSID 18) (pgs. 6-7, para (4)D) & pg. | Services in SID | is in fact related to Counterterrorism information and that it is
8, para (4)Q). necessary to understand the Counterferrorism information ot
assess its importance (pg. 7, para (4)D).
A record shall be made of every such determination (pg. 7, para
(#HD).
Metadata | Metadata collected under this Order may be leept m None
Retention online (that is,-accessible for queries by cleared - and Technic '
analysts) for five years, at which time it shall be Support
destroyed (pg. 8, para (DF).
Dyta Security | (TS/SU/NF) DIRNSA shall establish mandatory m The metadata shall be stored and processed on a secure prvats
procedures strictly to control access fo anduseof | and fec network that NSA exclusively will operate (pg. 5, para (4)B).
i thi a;chwed ga;a collected pursvant to this Order Support Access to the metadata archive shall be accomplished through a
(pe. 5. para (H)A). software inferface that will limit access to this data to
authorized analysts contralled by user name and password
(pg. 5, para (4)C). _
0GC OGC shall monior the designation of individuals with access to
. _ | the archive (pgs. 5-6, para (4)C).
" Oversight The IG, GC, and the SID Oversight and " IG,GC,and | Ths IG and GC shall submit a report to DIRNSA 45 days after
. Compliance Office shall periodically review this SID Oversight | the initiation of the activity assessing the adequacy of the
program {pg. 8, para (A)H). and Compliance | management controls for the processing and dissemination of
Offics U.S. person information (pg. 8, pama (4)).
‘ DIRNSA shall provide the findings of that report to the
DIRMSA Attorney General (pg. 9. para (4)H),
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PROGRAM MEMORANDUM

PM-031-06 Reissued
29 Ang 2006

To:  Office of the Inspector Genera- ‘

Ce: Office of ‘
Comnterterrorism Production Cenfer

Chief, i pliance
S8G1

SUBJECT{TSASHAE).PMO Response to IG-10681-06, Subject Draft Report on the
Assessment of Management Conirols for implemeniting the FISA Cowrt Order: Telepbony
Business Records (ST-06-0018)

1. WFGQQ) The SIGINT Directorate Program Office appreciates and welcomes the
Inspector General Office's review of program operations as required by the subject court
order. The Program Office offers the following response.

2. LTSUSHUAYEYThis report presents three findings/recommendations. Finding one

“pertains to procedures to provide a higher level of assurance that non-compliant data will
not be collected and, if inadveriently collected, will be swifily expunged and not made
available for analysis. Finding two pertains to the goal fo separats the authority to
approve metadata queries from the capability to conduct queries. Finding three pertains
to the requirement to conduct periodic reconciliation of approved telephone numbers with
the logs of queried numbers to verify that only authorized queries have been made.

3. -@MWﬁh respect to Finding One, the Program Office acknowledges
that the item is factually correct and concurs with the assessment with comment, It
should be noted that intermnal management controls, Inown as software rales that are part
of the [ d:tebese, do prevent the data in question from ever being loaded into
the operationa] contact chaining databases. Still, the data in question did exist in the
dataflow and should be suppressed on the provider-end as the OIG recomrnends.

‘a. -H*Své‘S-bé.%&P-)—Correcﬁ ve Actions: Although already partially implemented

among the providers, the final system upgrade necessary to block the data in question
from one provider on the incoming dataflow is scheduled to be in place by 8 September
20086, Testing continues at this time.

4, TTSASHALE) Finding Two recommends two additional controls. With respect fo the
first, "The authority to approve metadata queries should be segregated from the capability
to conduct metadata queries", the Program Offica agrees the assessment has merit, but
cannot implerent the required corrective actions, In theory, the OIG recommendation is
sound and conforms fully to the standards of internal confrol in the Federal Government.
In practical terms, it is not something that can be easily implemented given the
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risk/benefit tradeoff and real world constraints. Manpower ceilings and available analytic
expertise are the (wo most significant limiting factors.

5. T SHSTRE) The Advanced Analysis Division (S2I5) is comprised of personnel of
varying grades and experience levels, Given the requirements of the court order, the Shift
Coordinators are required fo be the most experienced intelligence analysts, have the most
training and consequently hold the most senior grade levels, They therefore are given the
authority to approve data queries, and because of their status can also execute queries.
Removing this dimension of their authorities would severely limit the versatility of the
most experienced operations personnel. Also, as their title implies, they are also the most
senior personnel present during each operational shift and in effect control the ops tempo
on the operations fidor. Replicating that senior struchure to accommodaie the OIG
recommendation is not possible given current manning authorizations and ops tempo.

a. F) However, there are checks and balances already in place to help
mitigate the risks cited. For example, the Shift Coordinators routinely approve queries
into the database based on selectors meeting a reasonsble articulable suspicion standard
AW with WSA OGC written guidelines and verbal briefings. Any queries initiated from
probable U.S. selectors must be individually approved by the OGC. In this way, the risk
of emor or fraud associated with the requirements of the court order is acccptably
mitigated within available manning and analytic talent constraints.

b.m) Corrective Actons: Correctlive actions cannot be implemented -

" without significanily increasing manning levels of senior, highly skilled analysts. In our
view, the benefit gained will not justify the manpower increase required. However, it
may be possible to implement additional checles and audits on the query approval
process. As recommended in the response to Finding Three below, Oversight and
Compliance could, if they accept an expanded role, use (yet to be developed) new
entomnated software tools to regularly review the audit logs of all shift coordinators. With
software changes to the avdit logs it would be possible to easily compare numbers
approved and their accompanying justifications against nmumbers chained. In this way, it
would be possible to review the shift coardinator's actions against the standards
established by the court. The Program Office recommends that this corrective action be
pursued as part of the long term goal discussed below.

6. —CFSHSIUNTE) Finding Three reads "conduct periodic reconciliation of approved
telephone numbers with the logs of queried numbers 16 verify that only authorized

- queries have been made upder the order”. The Program Office egrees with this
assessment. However, competing priorities for the software programming talent
Tiecessary to implement improvements to the audit logs, as well as to perform the
programming necessary to creats automated reconciliation reports, require that this issne
be addressed as a long term goal,

8. (TSHSEAE) If SID management approves a pending Program Office request to
detail two computer programmers to the team for six-to-nine month rotations, suitable
* procedures and software tools could be implemented. Also, the Program Office has
approached the office of Oversight and Compliance about accepting the responsibility of
conducting the recommended audits. That negotiation is ongoing.
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b. M} Corrective Action: Accepteble tools and procedures can be developed
within six months if the required manpower is allocated, Assuming the Program team's
request is granted, this initiative can be completed by 28 February 2007, The corrective
action will include:

1. M) Improvements to the audit logs to malce them more user fendly

2. TUARQLQ) Reports that provide a useable audit trail from requester, to approver,
to any resulting reports. These reports-will be used to automatically identify any
discrepancies in the query process (i.e. queries made, but not approved).

3, ~CU‘/vLF-C)Q) Complete the negotiations with SID Oversight & Compliance

7. MPE&SG contact me if you have additional questions,

STD Program Manager
CT Special Prograins
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IT’S EVERYBODY’S BUSINESS —

'TO REPORT SUSPECTED INSTANCES OF FRAUD,
WASTE, AND MISMANAGEMENT, CALL OR VISIT
' THE NSA/CSS 1IG DUTY OFFICER
ON 963-5023s
IN OP52A/RO0OM 2A0930

IF YOU WISH TO CONTACT THE OIG BY MAILL,
ADDRESS CORRESPONDENCE TO:

DEPARTMENT OF DEFENSE
NATIONAL SECURITY AGENCY/
CENTRAL SECURITY SERVICE
ATT: INSPECTOR GENERAL
9800 SAVAGE ROAD, STE 6247

FT. MEADE, MD 20755-6247

1846 & 1862 PRODUCTION 5 MARCH 2009 -119-




1846 & 1862 PRODUCTION 5 MARCH 2009 -120-




1846 & 1862 PRODUCTION 5 MARCH 2009 -121-




, OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY : :
CENTRATL SECUBETY SERVECE

10 July 2006
1G-10667-06

TO: ' DIRECTOR, NSA

SUBJECT HE#SHﬁiF)—FISA Court Order Telephony
" Business R\,cords (81‘—06 0018}

R | ‘(TS7‘7‘5¥7L,LNIQ Background and Ob}ectwe The Order of the Forelgn
Intelligence Surveillance Court issued 24 May 2006 in In Re Applicatioi of the FBI

etc., No BR-06-05 (Telephony Business Records) states that “[t]he Inspector - »

, General and the General Counsel shall submit a report to the Director of NSA 45 . .
days after the initiation of the activity [permitted by the Order] assessing the
adequacy of the management controls for the processing and dissemination of

U.S. person information.” This is that report. The Order further states that . .

“[t]he Director of NSA shall provide the findings of that report to the Attorney
General.” Order at 8-9. The Order sets no deadlme for transmlssmn of the

ﬁndmgs to the Attorney Genexal o

2. (1577SH~NE) Finding The management controls de51gned by the .
Agency to govern the processing, dissemination, security, and.oversight of
telephony metadata and U.S. person information obtained under the Order are
adequate and in several aspects exceed the terms of the Order. However, due to
the risk associated with the collection and processing of telephony metadata -
involving U.S. person information, three additional controls should be put in - -,
place. Specifically, Agency management should (1) deslgn proceduresto. . v
provide a higher level of assurance that non-compliant data will not be collected .
and, if madver‘cenﬂy collected, will be swiftly expunged and not made availablé-
for analysis; (2) separate the authority to approve metadata queries from the
capability to conduct queries of metadata under the Order; and (3) conduct -
periodic recondiliation of approved telephone numbers to the logs of queried . -
numbers to verify that only authorized quenes have been made under the
Order. - : v
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3. WFuther Review. The Inspector General will make formal
recormendations fo the Director, NSA /CSS, in a separate report regardmg ’che
design and implementation of the additional controls .

4. mWe appreclate the courtesy and coopera’non extended
throughout our review to the auditors from the Office of the Inspector General
and the attorneys from the Office of the General Counsel who consulted with -
them. If you need clarification or additional information please contact

-on 963-1421(s) or via e-mail a’c_

Inspector General *

"(U77F6UQ) I endorse the conclusion that the ménagemént controls for the ’ B

processing and dissemination of U.5. person information are adequate.

ROBERT L. DEITZ

General Counsel |

ATy L R Y SN A AT AT A S JOAIJIN 5
LI BT T P B T e e e i R R T G A S R R T
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 DISTRIBUTION: -

SIGINT Director - : ' ‘
SID Program Manager for CT Special Projects
Chief, S2
‘Chief, S21
. Chief, S2I5
Chief, 83 -
Chief, 533
oGC -
. SID O&C.
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—TOP- SECRETHCONMBNT/ANOTFORNA2056H20—
FM: SID Oversight & Compliance

Date: 1i July 2006

Subject: Final Responses to the OIG - Request for Information - Business
Records Order (U)

SID Oversight and Compliance

ANF) Written plans for perlodlcally reviewing this program.

TI'S77‘S'I7‘7‘P+F9~SID Oversight and Compliance will:

- In coordination with Program Office, conduct weekly reviews of list of
analysts authorized to access Business Records data and ensure that only
approved analysts have access. Oversight & Compliance will inform NSA's
Office of General Counsel (OGC)of the results of the reviews and provide
copies if needed to OGC,

- Perform periodic super gudits of queries.

- Work with the Program Office to ensure that the data remains appropriately
labeled, stored and segregated according to the terms of the court order.

2. {FS//SE/NF) Written procedures in addition to USSID SP0018 to
ensure compliance with standard NSA minimization procedures for the
dissemination of U.S. person information.

—FSHSHANFSID Oversight and Compliance has a documented SOP which
outlines the process to ensure compliance with standard NSA minimization
procedures:

- During normal duty hours, every report from this order containing U.S. or 2™
Party identities is reviewed by SID Oversight and Compliance prior to
dissemination.

- SID Oversight & Compliance (SV) reviews the products (Tippers) and
creates a “one-time dissemination” authorization memorandum for signature
of the Chief or Deputy Chief of Information Sharing Services.

- The NSOC SO0 approves diss‘emination authorizations after hours.

- 52I/Counterterrorism Production Center provides SV with a copy of any
report that is approved by NSOC/SOO for dlssemlnatlon

- Oversight and Comptllance then issues a memorandum for the record
stipulating that the U.S. or 2™ Party identities contained in that report were
authorized for dissemination by the NSOC/S0OO.
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